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1 INTRODUCTION 

1.1 Reason 

Sogeti is an ICT service provider which supports clients in various industries with the 
implementation of their information provision. The majority of clients are service 
companies such as banks, insurers, energy companies and telecom companies. Sogeti 
supports these companies with a complete range of ICT services, particularly in the 
areas of software development, software testing, quality control, migrations, project 
management, architecture and outsourcing.  
 
An ICT development which occurred a number of years ago is Service Oriented 
Architecture (SOA). An increasing number of companies use Service Oriented 
Architecture. A consequence of this is that IT projects became involved with software 
development and software testing within a Service Oriented Architecture. In a growing 
number of projects, it became necessary to deal with a problematic test process. The 
most important problem was that the test efforts became disproportionately great 
relative to the other disciplines in a software development process. These test 
problems were the reason for looking into Service Oriented Architectures and their 
effects on software testing. 

1.2 Test challenges for SOA 

The test challenges which are mentioned by clients and test professionals of Sogeti are 
summarised in the following questions: 
• Are the product risks different for an SOA environment? 
• How is a single service tested? 
• How do you minimise the test effort for testing existing services if they are reused 

in a new business process? 
• What is the influence of external service providers on the end-to-end tests of 

services? 
• How can test cases and test tools be optimally reused by future test projects? 
• If because of reusability and configuration SOA leads to much shorter development 

cycles, can we also do something to shorten our test cycles? 
• Who determines that the services delivered are ready for the production 

environment? 
  
In this document these questions are answered with the TMap® SOA Model. 

1.3 TMap® SOA Model 

TMap® is the standard test management approach of Sogeti and has proved its worth 
with a large number of clients of Sogeti. TMap® describes a generic approach which is 
also applicable to SOA. For SOA a number of specific characteristics which lead to a 
supplementation of TMap® are recognised. An application variant of TMap® for testing 
SOA has been developed in the TMap® SOA Model. 
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Figure 1 TMap® SOA model 
 
The most important basic assumptions of SOA are the achievement of increasing 
quality of IT, faster time-to-market and cost reduction of IT. These basic assumptions 
also apply to software testing and are integrated in the TMap® SOA Model. The TMap® 
SOA Model consists of three layers with a circle around them. The circle refers to the 
concept of reusability. By bringing about reusability in all possible ways within 
software testing, it contributes to the realisation of the basic assumptions of SOA. The 
most important areas of reusability are: 
1. reusability of the test process; 

2. reusability of testware; 

3. reusability of quality already demonstrated. What you have already tested you 
do not have to test again. 

These areas of reusability are presented in the three layers. The three layers stand for 
three groups of test solutions for testing SOA. 
The upper layer stands for making Generic Test Agreements1. Without Generic Test 
Agreements, each test project starts again with arranging the test process and making 
testware. 
The middle layer concerns the application of business driven test management. The 
business driven test management (BDTM) approach of Sogeti has four characterises 
[ref1, chapter 3.1]. In the first place BDTM makes the client central. The test manager 
enables the client to influence the four control aspects: result, risk, time and costs. 
Secondly the test manager communicates in the language of the client in the form of 
test goals. The third characteristic is that the tests are based on product risks. 
Fourthly, BDTM makes the results of tests visible for the client. Two important 
components which are adapted for testing SOA are: 
1. implementation of the product risk analysis; 

2. drafting the test strategy. 

                                           
1 The so-called Generic Test Agreements (GTA) bear resemblance to a master test 
plan. Standardly, the master test plan applies to one project. In many cases, like 
outsourcing, offshoring, maintenance or programmes, however the test process 
exceeds a single project. To prevent at each release agreements having to be made 
again on what and how to test, they are set out in the GTA-document [ref. 1, chapter 
5.4]. 
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Business driven test management for SOA makes it possible to achieve risk reduction 
offset against the right amount of money, time and results. The TMap® SOA Model 
defines two new test levels, the service test and the service integration test. 
The lowest layer is the tool box for SOA. The three main components of the tool box 
are: 
1. The acceptance matrix. The acceptance matrix indicates which acceptors are 

responsible for accepting the object parts. Thus the test manager has a powerful 
instrument in his hands to start the acceptance process as early as possible, i.e. 
on the initiation of the project; 

2. The service registry. The service registry is the central registry where all 
available services are administered. The service registry is extremely suitable for 
storing per service the results of the product risk analysis, test strategy and 
other testware. All information on the reuse of services is centrally available. The 
service registry facilitates the reuse of test strategy and test results; 

3. The SOA test harness. The SOA test harness is a test tool which makes it 
possible to test a service in isolation for all possible functional and non-functional 
requirements. A provisional quality assessment can thus be given for individual 
services at an early stage of the project.  

With the solutions described in the three layers, reusability of quality is possible. 

1.4 Reading guide 

This document is intended for all test professionals who are involved in a test process 
within SOA from their role as test manager, test coordinator or software tester. It 
contains background information, experience acquired and points for consideration in 
the field of testing SOA. The TMap® SOA Model supports test professionals in the 
discharge of their role. 

 
For readers who are unfamiliar with SOA, we recommend reading chapter 2, which 
explains various aspects of SOA. Readers who are familiar with SOA can skip chapter 2 
and continue to chapter 3. Chapters 3 up to and including 8 provide detailed 
descriptions of the solutions on the TMap® SOA Model. Chapter 9 gives a summary of 
the test challenges referred to in chapter 1.2. 
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2 WHAT IS SOA? 

Before discussing what Service Oriented Architecture (SOA) is, it makes sense to dwell 
on the question why an organisation would want to implement SOA. 
The last few decades have rapidly changed the world economy. The arrival of the 
Internet, increasing global competition and rapidly changing client desires are the 
most important changes. For companies, it is of vital importance to anticipate these 
recent developments. It is the task of IT to make the necessary changes possible. The 
response of IT to these developments is the provision of Service Oriented Architecture.  
 
SOA is an architectural style which makes it possible to optimise IT and more rapidly 
adapt to changing client desires. With SOA, IT makes it possible to achieve increasing 
flexibility of the IT resources and reduce the costs of IT. Another important basic 
assumption of SOA is a reduction of the risks that are taken in the start-up of IT [ref 
2, chapter 2.4]. A successful implementation of SOA starts at the highest business 
level with a search for relatively constant components which can be shared inside and 
outside the organisation. The reusable business and IT components are the services in 
SOA. Business strategy and distinctive capacity are important mainsprings for defining 
the services. An example of a constant part is Client management. For a company, 
Client management can be regarded as a business service. The client data are 
considered as a logical entity and are stored at a central location. The release of these 
data takes place by means of various underlying services. Where there is a need for 
this client information within the organisation, it can be collected by means of an 
existing service and processed. 
Each recognised constant part of a business is called a business service. This leads to 
the emergence of business services which can play a role in various business 
processes. Business processes are not however a collection of business services which 
are simply carried out sequentially. Depending on the result of a specific business 
service, various steps with various business services can be recognised. A business 
process contains both business services and process logic (see figure below): 
 

 
Figure 2 Relation between a business process and business services 
 
Just as a business process is split up into smaller sub units, the same applies to 
business services. In turn, these smaller sub units are divided further into smaller 
parts. Thus a complete landscape of interrelated services is created. The services at 
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the highest level of abstraction are closest to the experience of the user organisation. 
Services at the lowest level of abstraction have a specific task and are more technical 
in nature than services at a higher level. Subdividing services leads to service layers. 
Service layers are services which are at the same level of abstraction (see Figure 3). 
 

Business 

proces

Service

Service

Service Service

Service

Service

ServiceService

Service

Service

SERVICELAAG

SERVICELAAG

SERVICELAAG

 
 
Servicelaag = service layer 
 
Figure 3 SOA layers model 
 
Figure 3 shows that a new or modified business process can be created by the reuse 
of services. For example in the situation that all services required for a new business 
process already exist, creating a new business process is mainly a matter of 
introducing the correct business logic (business workflow). Programming in that case 
gives way to configuration. 
 
Besides a logical consistency between services (see Figure 3), SOA contains an 
enterprise service bus to enable the physical transport of data between services. The 
carrier of the data between two services is called a message. Therefore all messages 
between the services, indicated by dotted lines in Figure 3, run by means of the 
Enterprise Service Bus. The most important properties of the Enterprise Service Bus 
are [ref4]: 
• routing and addressing messages; 
• support of message types (see Figure 7) and transport protocols (for example 

SOAP); 
• support of integration styles (for example ERP integration or gateway with the 

Internet) with various adapters; 
• quality guarantees for the delivery of services, in particular the quality of 

service, security and speed of message handling; 
• possibilities for managing the enterprise service bus. 
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Services are preferably linked with standardised interfaces to the Enterprise Service 
Bus. Applications and non-standardised services are linked by means of an adapter to 
the Enterprise Service Bus. By means of these adapters, the applications are made 
available as services. 
 

 
 
Figure 4 Services and applications communicate by means of an enterprise service 
bus. An adapter is shown as a triangle. 
 
Within SOA, a number of categories of services are distinguished. Services for the 
implementation of business logic (business rules), services which collect data from 
databases (data), services that facilitate communication with a GUI2 (presentation), 
services which open up legacy systems to the SOA (legacy) and services which link 
external services to the SOA. External services are services of service providers and 
service consumers outside the infrastructure of a company. 
 

 
Figure 5 Categories of services communicate by means of an enterprise service bus. 

                                           
2 GUI stands for Graphical User Interface 
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2.1 The service 

Definition 
 
A service is a component that can independently carry out a task and has a 
clear relevance for a business [ref2, chapter 3.4.1].  

 
A service is called with a message. The call is also known as the “request”. After the 
service has carried out its task, the service sends the result of the task. The result can 
be sent to a following service (figure 6a) or as an answer (response) to the original 
service (figure 6b). Services carry out their orders mutually asynchronously. 

 
Figure 6 A service receives messages and sends messages. 
 
As can be seen in Figure 3, a service can ‘outsource’ subtasks to other services. Thus 
a service is not only a receiver of messages but also a sender of messages. This 
division also ensures the stratification of the services landscape. An example of the 
communication between services can be illustrated with the booking of a flight. The 
service “Book flight” is started by putting a number of travel details on the Internet 
page, such as the departure location, the departure date and the destination. The 
service “Book flight” sends a request to “Reserve flight”. If the service “Book flight” 
has received the reservation from “Reserve flight”, payment can be started by “Pay 
flight” and the reserve confirmation returned to the Internet page. The service “Book 
flight” is dependent on the answer to the service “Reserve flight”, but independent of 
the service “Pay flight”. 

 
Figure 7 Two message types for booking a flight. 
 
The interaction between services can be regulated in various ways. The two most 
frequently occurring message types are Request & Reply and Fire-and-Forget.  
A Request & Reply message starts with a request-message of a service, for example 
“Book flight”, to another service, for example “Reserve flight”. The “Book flight” 
service must know that the reservation is agreed before the reserve confirmation can 
be sent to the Internet page. Also a message on the Internet page must be shown 
when the flight is already fully booked. For this reason the “Book flight” service waits 
for an answer from the “Reserve flight” service before the transaction can be 
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concluded. Request & Reply messages make it possible to reverse transactions if an 
error has occurred somewhere in a chain of services.  
With a Fire-and-Forget message, the “Book flight” service sends a message to another 
service, “Pay flight”, without sending a message with payment confirmation to the 
“Book flight” service. The financial settlement of the flight takes place independently 
of the booking.  
The communication between the two services “Book flight” and “Reserve flight” can 
also be controlled with two Fire-and-Forget messages. This has the advantages that 
transaction speed increases and unnecessary synchronous interaction is prevented. No 
time is lost with sending the response message. The disadvantage of this double Fire-
and-Forget interaction is that the service cannot be reversed if a fault occurs in the 
service “Reserve flight”. 
In summary, the interaction between services is determined by the following factors: 
• the message type which receives and sends the service; 
• the Enterprise Service Bus determines where the message of the service goes; 
• the business logic (business workflow) determines which order of services is 

necessary for the implementation of a business process. 
In the rest of this document, the technical contexts of the interactions between 
services are not discussed. The represented relations between services are related 
only to the functional relations between services and not to the technical 
implementation of the interfaces. 

2.2 Characteristics of SOA  

This section describes a number of characteristics of SOA. 
 
Reusability 
An important characteristic of a service is that it can be reused in another application 
or as a part of new business processes. The consequence of this is that the 
development times of software can be reduced. This is because existing services can 
be reused and therefore do not need to be redeveloped. Shorter development times 
lead to faster time-to-market. 
 
Service layers 
By dividing units of functionality into smaller units of functionality and then further 
subdividing them, a situation is created in which different levels of services arise. The 
services which stand at a higher level are closer to the perception of the user 
organisation than the services at a lower level. The layers of services thus created are 
known as service layers. The advantages of subdividing services are the existence of 
logically defined units and the absence of irrelevant functionality in the software of the 
service. 
 
Standardisation 
One of the basic ideas behind SOA is the wish to be as independent of technology as 
possible. This for example means  that a service could simply replaced by another 
service irrespective of the programming language in which this service is developed. 
However this involves certain requirements: 
• The service must have a standardised interface. Within SOA, XML is the standard 

format most used for exchanging data between services. XSD, with which an 
XML message is defined, acts as the standard (technical) interface description. 
The XML messages are transported in the correct manner by adding a 
standardised header to the XML. SOAP is a much used protocol for a standard 
header; 

• A service must be autonomous. This means that a service must have sufficient 
logic to be able to carry out its task. The service consumer needs then only to 
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ensure that the interface definition is fulfilled to expect a result from the service. 
It does not matter in that case whether a service is created using .NET, JAVA or 
whatever language, as long as the interface definition is satisfied. 

 
Location independence 
Partly due to the standardised interface and in particular the arrival of the Internet, it 
is possible to make services location-independent. The Internet, in combination with 
services, has led to the emergence of web services. Web services are the same as 
outlined above with the sole addition that the services are provided by means of the 
Internet. This has the advantage, for example, that services can be reused within an 
international company. A service can then be implemented at location X, made 
available over the Internet and used within different departments which are at 
different geographical locations. In this way services can also be used which are made 
available by other companies. 
 
Service registry 
An organisation deals with a growing number of services. To be able to find the 
existing services, the use of a service registry is necessary. A potential consumer of a 
service can find the service in the service registry. The business architect can 
ascertain from the service registry which services can be reused or which services 
must be added to the existing architecture. A service registry contains the existing 
services with data concerning those services such as the interface definition, location, 
version and aim. The relation between a service registry, the service provider and the 
service consumer is represented below. 
 

2) searching
service
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er to search question

 
 
Figure 8 Service registry 
 
The following actions are passed through: 
• the service provider makes the service available to the service registry by 

publishing the service (1); 
• the service consumer searches the service registry for the service which he 

wishes to use (2); 
• if a service is found, the service registry indicates where this service can be 

found (3); 
• the service consumer now knows where the service is and sends a request to the 

service provider (4); 
• the service provider answers the request and sends a response (5). 
 
For more basic knowledge about SOA the document SOA Fundamentals is 
recommended [ref5]. 



TMap® SOA Model 

Test management for SOA  

 

Sogeti   10 

3 TEST MANAGEMENT FOR SOA 

3.1 The path to an SOA test approach 

How can we set up tests so that the most important product risks are covered3 for 
implementation of SOA? And one stage earlier, what are these product risks? This is a 
process with various successive steps in which client, service owners, users of services 
and other stakeholders are involved. 
 
Why not test all services as well and thoroughly as possible? If an organisation has an 
infinite number of resources available, then is this an option. But in real life, no 
organisation has indefinite resources. Selections must therefore be made concerning 
what must be tested and how thoroughly it must be tested. The core of the test 
approach is that what really needs to be tested is tested. Not too little testing, nor too 
much testing to cover the product risks. The acceptors must be certain that all 
services are tested which can form a risk later if they do not function correctly in 
production. This means that all kinds of risk assessments must be made before a 
single test case is considered and carried out.  
 
But besides an SOA of excellent quality, the acceptors also want to keep the costs of 
tests as low as possible and understand the quality as soon as possible. The theory of 
IT governance has projects controlled on four aspects: result, risk, time and costs. The 
business driven test management (BDTM) approach of TMap® uses these four aspects 
as the basis for the test approach. Business driven test management therefore 
indicates the way to the test approach in SOA. 

3.2 Business driven test management for SOA  

SOA starts and finishes with the wishes and perception of the user organisation. 
Business driven test management connects seamlessly with this approach. All 
investments and choices within SOA, therefore also of tests, are inferred from 
business interests. 
The business driven test management approach of Sogeti has four characteristics 
[ref1, chapter 3.1]. First BDTM makes the client central. The test manager gives the 
client influence on the four control aspects: result, risk, time and costs. Secondly, the 
test manager communicates in the language of the client in the form of test goals. The 
third characteristic of BDTM is that the tests are based on product risks. Or in the 
jargon, the test strategy is based on product risk analysis. For SOA, this characteristic 
deserves extra attention because translating product risks to the test effort per service 
requires a good analysis. Finally BDTM makes the results of tests visible for the client. 
The characteristics mentioned are shown in the figure below: 
 
 
 
 
 
 
 
 

                                           
3 Definition of product risk: the chance that the product fails in relation to the 
expected damage when this occurs during production. 
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Figure 9 BDTM-steps 
 
Summary of the BDTM steps: 
 
1. Orientation and product risk analysis: Formulation of the test assignment and 

collecting the test goals. The test goals are collected in the Test goal table. The 
test goals are wherever possible linked to specific services; 

2. Product risk analysis: Determination of the risk class. This second step of the 
product risk analysis leads to the Risk table in the master test plan (MTP). The 
test goals are divided into object parts. These object parts consist of individual 
services and the chain of services; 

3. Test strategy: To ascertain whether a service should be tested slightly or 
extensively and for which characteristics. The first step of the test strategy leads 
to the MTP Strategy table4. In the MTP Strategy table two new test levels are 
included: the service test and the service integration test; 

4. Rough estimate and planning of test activities by the test manager. By means of 
this estimate and plan it is possible, if both have been agreed by the client, to 
proceed to the following step. If the estimate and planning are not agreed, in 
consultation between the client and test manager, the test strategy is improved. 
In practice this means an iterative process in which BDTM steps 3 and 4 are 

                                           
4 MTP stands for master test plan. 
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repeated until the client and test manager have found the optimum balance 
between result, risk, time and costs; 

5. Test strategy: To allocate test techniques to the combinations of characteristic 
and object part. If the client and the other stakeholders have agreed the 
estimate and planning, the test manager fills in the Test design table; 

6. Provision of insight and targeting on the test process by the test manager. The 
lowest level on which a test manager can report is a service. 

In the following paragraphs a number of BDTM steps are developed further for testing 
SOA. In chapter 3.3 the Product Risk Analysis for testing SOA is developed (BDTM 
step 1 and 2). Chapter 3.4 describes the test levels for SOA as a preparation for 
determining the test strategy. Finally chapter 3.5 concerns the test strategy for SOA 
(BDTM step 3 and 5). 

3.3 Product risk analysis for SOA 

The focus in the product risk analysis is on the product risks, in other words the risk 
for the organisation if the product does not have the expected quality. 
 

Definition 
 
A product risk is the chance that the product fails in relation to the 
expected damage when this occurs. 
 
Product risk = Chance of failure * Damage 
 
in which Chance of failure = Chance of defects * Frequency of use 
 
 
As a result of the experiences with SOA projects, a non-exhaustive list of SOA relevant 
chances of failure and damages has been established. This list helps the test manager 
ask the right checking questions when determining the product risks of the services: 
 
1. The damage which a service can cause increases if this service is related to 

various other services and is part of various business processes; 

2. The image damage and loss of client confidence increase if errors arise in the 
service to external service consumers. External service consumers mean parties 
which use information provided by the business. This means the use of web 
interfaces for consumers such as Internet banking, but also online interfaces for 
example for intermediaries who want to have an offer approved in real time; 

3. The chance of failure on future services increases if development standards are  
not taken into account when developing services. It is therefore difficult to reuse 
the service in the future, meaning that more software adjustments are 
necessary; 

4. The chance of failure of a service does increase if non-functional system 
requirements are not implemented at service level. Think in particular of 
performance and security requirements at service level; 

5. The chance of failure of a business process increases if the underlying services 
have not been aligned with the business process; 
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6. The chance of failure of a business process increases if new technology is used 
more. For many companies, the passage to SOA means that a new 
administration organisation must be arranged to be able to support the new 
technology; 

7. The chance of failure of a business process increases if the required changes in 
chain applications (ERP application, legacy applications) for SOA are relatively 
large; 

8. The chance of failure of a business process increases if the errors in the 
information provision can be caused more by external service providers. The 
influence on the information provision of external service providers is more 
difficult to control; 

9. The chance of failure of a business process increases for the implementation of a 
roll back. Because the aim within SOA is to achieve maximum independence 
between services, executing a roll back of a transaction within an SOA is more 
complex than within an out of the box application; 

10. The chance of failure on authorisations increases if the release of authorisations 
is regulated by a central security service for a large number of users and a large 
number of data collections. 

 
The product risk analysis consists of the following steps5: 
1. prepare product risk analysis; 

2. determine test goals and determine relevant characteristics per test goal; 

3. distinguish object parts per characteristic; 

4. fill in the risk table per characteristic; 

5. make overall overview of all product risks per characteristic. 

3.3.1 Preparation of the product risk analysis 

During the preparation of the product risk analysis for an SOA project, the following 
points are important: 
1. determine participants; 

2. analyse service registry; 

3. standardised mode of classification of product risks; 

4. study test basis. 

 
Determining participants 
 
The implementation of a product risk analysis is a complex task. Among others, it 
requires knowledge of architecture, services and business processes and of possible 
damage and the chances of failure. The test manager does not have this knowledge or 
only to a limited extent. Moreover the knowledge is generally spread among various 
parties or persons. For this reason, the responsibility for properly assessing the 
product risks lies with the organisation and the client. In practice the test manager is 
usually the facilitator and organiser of the product risk analysis and approaches 
different people who can provide knowledge about the product risks. With an SOA 
                                           
5 Steps 1 and 2 agree with step 1 of the BDTM steps (chapter3.2). The remaining 
steps form part of step 2 of the BDTM step. 
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project, beside the known stakeholders [ref1, chapter 9.3], a number of new roles will 
also be involved. In the table below, there are a number of roles which can make a 
contribution to a product risk analysis in an SOA project. 
 

Role Focus Expertise 
Enterprise architect Damage/chance of failure Architecture 
Software architect Chance of failure Architecture, Services, 

software standards 
Service owner Damage/ chance of failure Services, business process 
User of a service Damage Business process 
Owner of service registry Damage/ chance of failure Services, business process 

Table1 SOA-roles for product risk analysis 
 
Analysing the service registry 
 
Besides determining the participants, it is important to consult the service registry 
during the preparation of a product risk analysis. As already described in chapter 2.2, 
the service registry provides insight into the quality of the existing services. During 
the performance of the product risk analysis, it is important to know the past risk class 
of the existing services. During the product risk analysis, it is then possible to 
determine whether the existing risk classes are still satisfactory or must be changed. 
The arguments with which the risk classes were provided in the past can enrich the 
discussion during the execution of the product risk analysis. Further information on 
the relation between the service registry and tests is provided in chapter 8.6. 
 
Standardised mode of classification of product risks 
 
To determine the more or less risky characteristics and parts of SOA, a manner of 
classification is necessary with which it can be indicated whether an aspect forms a 
high or low risk. TMap® gives a number of techniques for this [ref 1, chapter 9.4.2]. 
An example of risk classification, in which A stands for high product risks, B for 
medium product risks and C for low product risks: 
 
Risk classification 
(A, B or C) 

Chance of failure 
High Medium Low 

Damage High A B B 
Medium B B C 
Low C C C 

Table2 Risk classification 
 
For SOA projects, it is important that the mode of classification is standardised. The 
risk class allocated to a service can be found from the service registry, with an 
explanation of why the relevant risk class has been added. With a standardised mode 
of classification, it is possible later to understand why the specific risk class is 
provided. Moreover the risk class for the service can easily be reconsidered with the 
standardised mode of classification if the relevant service is to be reused. The drafting 
of a standardised mode of classification happens at SOA programme level and is 
formalised in the Generic Test Agreements 1(see also chapter8.1). 
 
Studying the test basis 
 
Finally it is important that during the product risk analysis the Chain design and the 
Project Start Architecture (PSA) are available (see chapter 6). To be able to determine 
the product risks of the services it is important that the relationships between 
business processes and services and the relationships between the services are 
known. 
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3.3.2 Determining test goals and determining relevant characteristics per test 
goal 

The first two steps carried out by the stakeholders during a product risk analysis are 
determining the test goals with the associated relevant characteristics per test goal. 
The definition of a test goal is: 
 

Definition 
 
A test goal is a success factor of the test process, specified in the language 
of the client 
 
 
The test goals are presented in the Test goal table. An example of a Test goal table for 
SOA: 
 
Test goal Description Relevant 

characteristics 
Business process A works 
according to specifications 

Business process A is a new process Functionality 
Adjustability 

Business process B works 
according to specifications 

Business process B is an existing process and is not 
modified 

Functionality 
Adjustability 

Service 1 works according to 
specifications 

Service 1 is a new service to develop with very 
complex business rules. For example calculation 
module to calculate output and cost deductions of an 
insurance 

Functionality, 
reusability 

Service 2 does not disrupt 
the existing and new 
business processes  

Service 2 is an existing, much used service that is not 
modified 

Functionality, 
reusability 

Interface with Non-SOA 
architecture works according 
to specifications 

Non-SOA architecture connects to SOA architecture. 
For example, out of the box applications such as SAP 
and Siebel, legacy applications on mainframe, existing 
databases 

Functionality,  
(Aptitude) 
infrastructure 

Reusability of services and 
business processes 

Services and business processes are re-usable, 
currently and in the future 

Reusability, 
functionality 

All services are included in 
service registry 

All services meet the requirements for inclusion in the 
service registry 

Controllability 

Standards Standards are correctly applied to new services (for 
example XML, SOAP, technical services such as 
security, authorisations, transformations and logging. 

Maintenance 
possible, 
Reusability 

Unauthorised access to 
commercial information is 
not possible  

The security is guaranteed at server level (for 
example LDAP), service level (error running) and 
transport level (for example https). 

Security 

The client database is 
available 7x24  

- Continuity 

Legacy Existing legacy is correctly opened up by services. 
The opening-up in SOA has no consequences for the 
existing legacy functionality 

Functionality, 
(Suitability of) 
infrastructure 

Legacy The performance of the existing legacy does not 
become worse through the opening-up to SOA 

Performance 

The enterprise service bus 
works according to 
specifications 

The integration of software packets with which the 
enterprise service bus is implemented and managed 
works without errors 

Functionality, 
(Suitability of) 
infrastructure 

Management procedures for 
the enterprise service bus 
are arranged according to 
the SLA 

The errors in an Enterprise Service Bus, for example, 
can be analysed within the SLA times detected and 
solved. 

Controllability 

The client has an offer for a 
car insurance policy on the 
screen within 4 seconds 

- Performance 

The performance of the - Performance 
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Test goal Description Relevant 
characteristics 

client database is tuned to 
the busiest day of last year 
Many requests over the 
Internet to the client 
database do not have an 
adverse influence on the 
performance of the database 
requests by own employees 
to the office 

- Performance 

The project is bound to the 
basic assumptions of the 
Project Start Architecture 

Architecture and software are implemented according 
to the requirements of the PSA 

Reusability, 
Maintenance 
possible, 
Performance, 
security, 
(Suitability of) 
infrastructure 

After a fault in a financial 
service a roll back must be 
possible. 

Because the aim within SOA is to achieve maximum 
independence between services, executing a roll back 
of a transaction within an SOA is more complex than 
within an out of the box application 

Controllability 

Table3 Test goal table for SOA 
Remark: 

The indicated SOA test goals and associated relevant characteristics are based 
on experience. For the meaning of the relevant characteristics, the  TMap® 
quality characteristics can be consulted [ref1, chapter 10.2]. 

 
Services play a role in the Test goal table. The client will not frequently designate a 
specific service as a test goal, because the client is more concerned about the whole 
business process. A stakeholder that does wantto take services as test goal is the 
business architect. It is the responsibility of the business architect that services are 
reusable in future and that services and architecture in general are implemented 
according to standards imposed by him. That the business architect is for this reason 
the acceptor of SOA is explained in chapter7. 

3.3.3 Distinguishing object parts per characteristic  

In this step, for each characteristic the test object is subdivided into a number of 
object parts. The definition of object part: 
 

Definition 
 
An object part is, seen from the characteristic to test, a logically coherent 
part of the test object. 
 
 
Within SOA, a service is the relevant object part as a part of a business process. 
Functionality, for example, is no longer formed by a number of subsystems but by 
services. The characteristic functionality can be subdivided into the various services 
and the totality of the object parts is the business process. It is also possible that non-
SOA object parts are defined, because these are part of the business process. The 
same reasoning applies to the remaining characteristics. To get a complete overview 
of all services and business processes which fall within the scope of the project, the 
object parts are arranged by characteristic in a table (see 4). 
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Characteristic Objects 
Functionality Screens/GUI Service A Service B System X Business 

process 
Performance/ 
Continuity 

Screens/GUI Service A Service B System X Business 
process 

Security Screens/GUI Service A Service B System X Business 
process 

User-friendliness Screens/GUI - - - - 
Suitability Business 

process 
Business 
process B 

- - - 

Reusability/ 
Maintainability 

Screens/GUI Service A Service B System X Business 
process 

(Suitabilityof) 
infrastructure 

Management 
tools for the 
enterprise 
service bus 

Enterprise 
Service Bus 

System X - - 

Table 4 Determining object parts 
 
Remarks: 

• Besides a traditional performance test, Performance and Continuity can be tested 
in SOA per service. See also chapter 4.2; 

• Security can be specified and tested within SOA per service; 
• Reusability and Maintainability are mainly related in SOA to the requirements for 

technical standards such as XML, SOAP, functional interface specifications (for 
example, within the architecture an address is always designed with two fields, a 
field for street name and a field for house number). These standards are tested 
per service; 

• (Suitability of) Infrastructure is related to SOA infrastructure components. A 
large number are standard software components which get their specific 
configuration for the client. 

 
Which services as object parts are involved in which characteristic follows from the 
analysis of the Test goal table, the Chain design and the PSA. If, for example, a test 
goal is connected with making an offer in which characteristics such as relevant 
functionality and performance are mentioned, then the services which are involved in 
making an offer are classified by both the characteristic functionality and the 
characteristic performance. 

3.3.4 Filling in the risk table per characteristic  

The next step is defining the product risks for each characteristic. The result of this 
step is a Risk table per characteristic in which the risk class is determined for each 
object part: 
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Characteristic: 
functionality 

Object parts: GUI Service A Service B Business 
process 

 Chance of 
failure 

Low High Medium Medium 

Test goals Damage     
Business process A 
works according to 
specifications 

High B A B B 

Business process B 
works according to 
specifications 

High B A B B 

Business process C 
works according to 
specifications 

Low C C C C 

Risk class  B A B B 
Table5 Risk table for SOA 
 
Table5 is completed in four phases: 
1. Damage per 

test goal: 
In Table5 for the characteristic Functionality, for each test goal it 
is determined whether the damage for a test goal is High, 
Medium or Low. 

2. chance of 
failure per 
object part: 

In Table5 for the characteristic Functionality, for each object part 
it is determined whether the chance of failure for a test goal is 
High, Medium or Low. 

3. Risk class per 
test goal and 
object part: 

Using the Risk classification (see Table2) it is determined what 
the risk class is per combination of test goal and object part. 
Take Table5 as an example again. The combination of the test 
goal “Business process A works according to specifications” with 
damage “High” on the one hand and the object part Service A 
with failure probability High” on the other hand, results 
according to Table2 in product risks A. A stands for a high 
product risk, B for a medium product risk and C for a low 
product risk . 

4. Determining 
risk class per 
object part: 

The eventual result that is fixed in the Risk table is the risk class 
per object part (see the bottom line, in bold, in Table5). This risk 
class is the sum of the risk classes of all test goals per object 
part. In Table5 it has been chosen to make the risk class per 
object part equal to the highest risk class of the individual test 
goals. For service A, the three risk classes per test goal A, A and 
C lead to the risk class A (see Table5 below, in bold). The way in 
which the risk class per object part is inferred is formalised in 
the Generic Test Agreements (see also chapter8.2). 

 
Observations on Table5: 

• For the technical services in particular, it will be cumbersome for participants in 
the product risk analysis to assess the risks. For this reason, it is therefore good 
to involve technical people (developers, administrators) in the product risk 
analysis; 

• During the product risk analysis, the risk table is first completed in full. 
Afterwards the result is registered compared to the risk classes such as they are 
given for existing services in the service registry. The information from the 
service registry can lead to a review of the risk classes per object part. 
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3.3.5 Making an overall overview of all product risks per characteristic. 

Included in this last step are the various characteristics, subdivided into the various 
object parts with associated risk classes, in a table. The purpose of this table is 
primarily to provide a general overview and it is therefore ideal as a means of 
communication. Within SOA this can look as follows: 
 
 
Characteristic Risk 

class 
Argumentation 

Functionality 
 GUI B Important for the users but technically simple 
 Service A A Vital for the functioning of the application 
 Service B B Used to a limited extent from service A 
 Business 

process 
B If individual services work, the chance of integration 

errors is low. 
Security  
 Service A A Service approaches medical data. Exclusively permitted 

for the medical service. 
Reusability 
 

Service A A 
Important service. If it cannot be reused, a great deal of 
work will have to be done to develop a similar service 
again. 

 Service B C Relatively straightforward, simple service. Easily to 
replace. 

Table 6 Overall overview of the product risk analysis 

3.4 Test levels for SOA 

The Product risk analysis for SOA is explained. Before the test strategy for SOA can be 
processed, it is necessary first to discuss the test levels for SOA. The test levels will 
have to be clearly defined before these test levels can be included in a test strategy. 
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The test levels for SOA are shown in a V model: 
 

 
Figure 10 V model for SOA 
 
The V model for SOA tests is distinguished by two test levels from a traditional V 
model6. In the V model for SOA, the system tests are replaced by the service tests 
and service integration tests (see ovals with edges in bold). Otherwise the V model 
has not been changed. 

3.4.1 Service tests  

Services are the products which must be assessed within SOA. The functional designs 
are established per service. For this reason, the service tests (SeT) follow the 
development tests. This involves testing and assessing individual services. 
  

Definition 
 
A service test is a test carried out by the supplier of the service in a 
laboratory environment, which must show that the developed service 
meets the functional and non-functional specifications and the technical 
design. 
 
 

                                           
6 In TMap®Next, the V model is described without allowing for SOA [ref1, chapter 
2.3.4]. 
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Each service can be tested individually. The advantage of this is that the tester is not 
dependent on the other services for giving an initial quality assessment. (See also 
chapter4.1). 

Even non-functional tests can be carried out as part of a service test. This applies, for 
example, to the test types such as performance test, security test and user-
friendliness of the GUI. In the last case, the GUI is considered as an individual service. 

3.4.2 Service integration tests 

The service test is followed by service integration tests (SeIT) in which the consistency 
between the services is tested.  
 

Definition 
 
A service integration test is a test carried out by the supplier of the service 
in a laboratory, which must show that the service interface agreements 
meet the functional and non-functional specifications and the technical 
design. 
 
 
A service integration test can consist of a chain of existing and newly built services. 
The term services in this definition must be interpreted broadly. Depending on the 
project scope, the integration between services on the one hand and the GUI, a 
workflow manager or existing legacy on the other hand also belongs to the scope of 
the service integration test. Because services are tested individually during the service 
test, the service integration test can be carried out in phases in which in several steps 
services are added to the chain (see also chapter4.2 and chapter4.3). 
 

3.4.3 Acceptance tests for SOA 

Depending on the project organisation, acceptance tests can be subdivided into 
functional, user and production acceptance tests. For all acceptance tests, the service 
integration test must be completed before the acceptance tests are started. 
Acceptance tests have the purpose in SOA of testing business processest. Sometimes 
individual services are also tested (see experience report Users test one service). The 
use of stubs is avoided but is sometimes inevitable (see chapter 4.3). 
 
SOA has the property that new services are implemented rapidly and frequently. The 
acceptance of these changes is accelerated by the implementation of an automated 
regression test set.  
 
Non-functional test types which are carried out during the acceptance tests include in 
particular performance tests, security tests, tests of user-friendliness and 
manageability. 
 

Experience report:  
Users test one service   
 
End users prefer to give a judgement on the business process. They generally have 
no need to test individual services. An exception to this was a financial department 
of an insurer. This department was responsible for accepting a new calculation 



TMap® SOA Model 

Test management for SOA  

 

Sogeti   22 

Continuation of experience report 
 
service. This calculation service was the heart of the architecture to manage 
insurance. The calculation service was used to calculate output and cost deductions 
of an insurance policy. The calculation service was considered so important that the 
financial department itself had developed a shadow calculation module. After the 
implementation of the set by the supplier, the service test was carried out again by 
the financial department. The financial experts and test professionals jointly 
composed test cases. The output of the calculation service was compared to the 
output of the shadow calculation module. After completing this acceptance test on 
one service, the business processes could be tested.  

3.5 Test strategy for SOA 

The final result of the test strategy can be summarised as follows: 
 

Definition 
 
Test strategy: 
By means of the product risk analysis, choose how heavily which 
characteristic/object part is tested in which test level. 
 
 
The product risk analysis for SOA is described in chapter 3.3. Per combination of 
characteristic and object part, the risk class is determined. SOA test levels are 
discussed in chapter 3.4. The implementation of the test strategy consists of the 
following steps: 
 
1. establish Strategy table for MTP4 (Step 3 of the BDTM steps); 

2. establish Strategy table for the test plan (Step 5 of the BDTM steps); 

3. establish Test design table for the test plan (Step 5 of the BDTM steps). 

3.5.1 Establishing Strategy table MTP 

The drafting of the Strategy table MTP starts by setting out the risk classes per object 
part and per characteristic against the test levels. The table thus produced can then 
be supplemented with three types of tests, namely dynamic explicit tests, dynamic 
implicit tests (abbreviated to: I) and static tests (abbreviated to S)7.  
To achieve a test strategy, the test severity levels must first be defined for the 
dynamic explicit tests, per test level. An example of test severity levels for a service 
test (SeT) is: 
• Restricted dynamic test, by testing a limited number of situations. This 

strategy can be applied to a service which is to be reused and undergo 
restricted changes (risk class C). 

•• Medium dynamic test, by testing a large number of situations, with medium 
coverage. This strategy can be applied to a new service with low or medium 
product risks (risk class B or C) or to an existing service with restricted 
changes, but with a medium or high product risk (risk class A or B). 

                                           
7 The explanation of these modes of testing is given in TMap®Next, chapter 2.3.2. 
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••• Heavy dynamic test by basing test cases on thorough coverage of decision 
points. This strategy can be applied to a new service with high production 
risk (risk class A). 

An alternative choice is that all new services are always tested heavily, 
independently of the risk class A, B or C. In this way the quality of the 
service is secured if the service is reused in the future. 

 
An example of test severity levels for a service integration test is: 
 
• Restricted dynamic test, by testing a limited number of situations. This 

strategy can be applied when a new business process is supported with 
existing services and where only the test data are changed (The object part 
Business process has risk class C). 

•• Medium dynamic test, by testing a large number of situations, with medium 
coverage. This strategy can be applied to testing chains with new and 
existing services, where the object part Business processis given the risk 
class B. 

••• Heavy dynamic test by basing test cases on thorough coverage of decision 
points. This strategy can be applied to testing chains with new and existing 
services, where the object part Business processis given the risk class A. 

The alternative is not to use the heavy dynamic test because within an SOA 
project the quality of the software development guarantees that when the 
quality of individual services is shown in the set a heavy dynamic test for the 
chain of services is no longer necessary. 

 
In defining the test severity levels, it is important that the client understands what the 
difference is between the levels various and that the definitions have a clear 
connection with the test types and test techniques which must be determined later in 
the test plans. 
 
Once the test severity levels have been determined, they can be supplemented by a 
combination of object part and test level. This results in a Strategy table for MTP in 
which the three modes of tests are provided as well the test severity levels for the 
dynamic explicit tests. An example of a Strategy table for MTP for SOA: 
 
Characteristic
/object part 

Risk 
class 

Evaluation Develop-
ment  
tests 

Service 
tests 

Service 
integration 
tests 

Acceptance 
tests 

Functionality       

 GUI 
 

B • •• •• • •• 

 Service A A • ••• ••• ••  

 Service B 
 

B • •• •• ••  

 Business 
process 

B •• •  • •• 

Security       
 Service A A •• • ••  I, S 
Table 7 Strategy table for MTP 
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Remarks: 
• Evaluation: reviewing of the various intermediairy products, such as 

requirements and designs; 
• S: Static testing. Checking and examining products without executing the 

software; 
• I: Implicit testing. Including in another test type without creating specifically 

designed test cases. 
 

3.5.2 Establishing Strategy table for the test plan 

For each test level, the object parts with associated risk classes and test severity 
levels are taken from the Strategy table for MTP. As part of the test plan for service 
tests, for each object part one or more test types are provided. The result is a 
Strategy table for the test plan: 
 
Characteristic/ 
object 

Risk 
class 

Service 
tests 

Test type 

Functionality    

 GUI 
 

B •• Functional test 

 Service A A ••• Functional test 
 Service B 

 
B •• Functional test 

Security    
 Service A A •• Security test 
Table 8 Strategy table for the test plan service tests 
 
The test types for SOA are the same as those for non-SOA projects. 

3.5.3 Establishing test design table 

The last step in the development of the test strategy is assigning test units and test 
techniques per object part in the Test design table. All test techniques can be in 
principle used for SOA. The preference is to fix the test techniques in the Generic Test 
Agreements (see also chapter8.3). An example of a Test design table for the service 
test: 

Characteristic
/object part 

Risk 
class 

Service 
tests 

Test type Test units/test 
techniques 

Functionality     

 GUI 
 

B •• Functional 
test 

Tu1: Data combination 
test 

 Service A A ••• Functional 
test 

Tu2: Elementary 
comparison test 
 
Tu3: Error Guessing 

 Service B 
 

B •• Functional 
test 

Tu4: Data combination 
test 

Table 9 Test design table for service tests 
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4 TESTING SOA 

This chapter describes a number of specific test challenges for SOA and the associated 
solutions. The first chapter concerns testing isolated services (chapter4.1). This is 
followed by a discussion as to whether or not it is possible to test chains of services 
(chapter 4.2 and4.3). Testing chains is more complex when external service providers 
are also included in architecture (chapter 4.4) and when different versions of one 
service are supported in the production environment (chapter 4.5). SOA is not just 
about testing services but also about testing adapters (chapter 4.6) and the enterprise 
service bus (chapter 4.7). 

4.1 Testing one isolated service 

Testing one isolated service has the advantage that: 
• a quality assessment concerning one service can be given. A quality assessment 

per service is important for reusing services in the future; 
• the test execution can start as soon as one service is ready for tests. As a result, 

a partial quality assessment can be given. 
In an SOA project, such as the implementation of a web application or business 
process, several services cooperate. As an example, the relationship between three 
services is illustrated in the figure below:  
 

Service A

request

response

Service B Service C

request

response

request

response

 
Figure 11 Relationships between services 
 
To be able to test one isolated service, an SOA test tool is necessary. The main 
properties of such an SOA test tool are drivers and stubs. With the drivers, requests 
are fired on the service and with the stubs the responses of absent services are 
simulated. The service to be tested is surrounded by drivers and stubs. For this reason 
an SOA test tool is called an SOA test harness: 

Service B

(1)

(4)

Driver
(Substitute 

Service A)

Stub 
(Substitute 

Service C)

(2)

Test harness  
Figure 12 SOA test harness 
 
The above shows the minimum specifications an SOA test harness must have:  
• the test tool must be able to act as driver for standardised interface messages 

such as XML; 
• by means of the test tool it must be possible to manipulate request messages 

before the message is offered to the service (arrow 1); 
• by means of the test tool, it must be possible to check whether messages to 

underlying stubs are correctly supplied (arrow 2); 
• the test tool must make it possible to manipulate stub messages (arrow 3); 
• the test tool must make it possible to check the response message (arrow 4). 
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An SOA test harness has a GUI simulation with the XML elements. With this GUI the 
test actions can be carried out manually. This is also how the manipulation of request 
and response messages is regulated. 
 

 

A number of other possibilities which can be expected of an SOA test harness include: 
• possibilities for automated tests of services; 
• support for the management of test data; 
• support for analysing test results; 
• support for load and stress tests of one service; 
• integration of an SOA test harness with other test tools, such as findings 

administration and test tools for testing traditional (non-SOA) applications. 
 
An SOA test harness can be provided by a number of suppliers of test tools. An 
incomplete list of suppliers in alphabetical order: 
Supplier Name SOA test harness 
Hewlett- Packard Software HP service test Management module 
IBM Software Group Rational Tester for SOA Quality 
iTKO LISA 
Parasoft SOAtest 

4.2 Testing subchains 

SOA contains a large number of services which have all kinds of interactions with each 
other. In the test strategy it is determined which chains of services must be tested. 
Not all chains are immediately available. For this reason it is advisable during the 
service integration test to test subchains. 
The figure below shows a business process that consists of three services. Service A 
sends a request to service B and service B sends a request to service C. Service A 
eventually receives the answer from service B. 
 

Experience report: 
For the testing of a service, requests are sent to the service in the form of XML messages. The 
answers returned by the service are then compared with the predicted results. It is possible that 
over the course of time the result is no longer the same as previously. Is this finding the result of a 
fault of the software? 
 
It appears that the problem described relates to dates. If, for example, a service has to return a fault 
message if a specific date is in the past, a test case in which the date is precisely at the threshold 
value (today's date) does not send a fault message. If this test case is run again tomorrow with no 
changes, the date now contains a date in the past (yesterday!) and therefore delivers a different 
result. The test case does not also test why it was originally produced. In schematic terms, this is set 
out below. 
 

Current 
date 

Test path Input date 
in message 

Expected 
result  

Actual result 

10 Jan Input date of message 
= current date 

10 Jan No fault 
message 

No fault message 

11 Jan Input date of message 
= current date 

10 Jan No fault 
message 

Fault message 
(input date is in 
the past). 

The date then also has to be changed on each test round, which is time-consuming. With an SOA 
test harness, test sets with date fields can rapidly be changed by using dynamic date fields. The date 
is automatically adjusted relative to the system date. 
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Figure 13 SOA of three services 
 
If a chain consists of three services A, B and C, it is clear that this chain is tested in 
the service integration test. It is recommended not to wait for a positive quality 
assessment on all three services. If service A and B are ready for the service 
integration iest, then a chain can be defined of service A and B. For service C a stub 
will still be used. The test manager must coordinate this approach with the team 
leader of the development team. Early involvement is therefore also very important in 
SOA, particularly to be able to influence the practice on the development sequence so 
that the total route of development and testing can be arranged efficiently. If the 
development team first delivers service A and C, the service integration test cannot 
start before all three services are delivered, meaning loss of precious time. 
Testing many small subchains is however time-consuming and expensive. Based on 
the risk classes from the product risk analysis and based on the development planning 
it is determined which subchains will be tested. 

4.3 Acceptance with incompletely tested chains 

An important part of the SOA test strategy is determining which chains of services will 
be tested or not. The test manager can recommend the client not to test services or 
business processes with low product risks. The way in which it is decided whether or 
not to test chains is illustrated with three examples. 
 

 
Figure 14 SOA of three services 
 
The first example concerns partial testing of a business process with three services 
(see Figure 14). Service C is the only service which is modified and the change has 
low product risks. A service integration test of service C with service B is sufficient to 
show the quality of the complete chain. The acceptance test can be restricted to 
assessing the test results of the service integration test and the implementation of a 
restricted acceptance test on the business process. 
 
A second example describes not testing a business process. A business has two 
business processes, Process A and Process B. Process A consists of Service A, Service 
1 and Service 2. Process B consists of Service B, Service 2 and Service 3 (see Figure 
15). 
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Figure 15 Example SOA 
 
For Process A, Service 2 is changed. This change has low production risk. The impact 
of the change in Service 2 for business process B is very limited. For this reason 
Service 2 is not tested in relation to business process B. The service integration test 
and acceptance test are only carried out for business process A and its services. 
 
A third example is not being able to test a complete chain because the test 
environment of an external service provider is not available. Depending on the service 
agreement (Service Level Agreement) with the external service provider, it will or will 
not make a test environment available. Sometimes the test environment of the 
external service provider is only available for important changes to the services of the 
service provider. If the service provider does not make a test environment available 
the client must accept the changed business process without the interface with the 
external service being tested. The product risks can be minimised by testing with stub, 
in substitution for the external service, and carried out by an inspection of the 
interface documentation. See also chapter 4.4. 

4.4 Testing with external service providers 

Because services have a standardised interface, it is possible that a business will use a 
service which is provided by another business and operates on systems of this other 
business. The services can communicate with each other over the Internet.  
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Figure 16 External service provider 
 
An example of an external service provider is an agency that rates the credit 
worthiness of clients. In a non-automated process, a counter assistant will call the 
relevant agency. Credit rating can be also provided with a service whereby the counter 
assistant enters various data in a GUI; the appraisal of the credit appears on the 
screen a few seconds later. In these few seconds, the business application had sent a 
request message over the Internet to the agency that checks the credit worthiness 
and the response message is processed by the business application. 
 
An external service provider has many different clients who all want to carry out their 
service integration test with the services managed by the service provider. These 
clients prefer a test environment which is not used by third parties with business-
specific test data. The service provider cannot always meet these wishes for all its 
clients. The service provider can manage a limited number of test environments and 
test data. Accordingly the service provider is forced to give each client access to the 
test environment for the service integration test for a restricted period. And the client 
must frequently be satisfied with a standard set of test data which are defined by the 
service provider. An external service provider can make several other demands. These 
requirements have a major influence on the test strategy. 
A business that wants to use the services of the service provider concludes a service 
agreement (Service Level Agreement). This describes in particular which services the 
service provider provides for which costs and quality. For a test manager, it is 
important to check this SLA for test agreements. The SLA must include a number of 
agreements concerning: 
• the frequency with which the test environment of the service provider can be 

used; 
• the number of days on which the test environment of the service provider can be 

used; 
• the contents of the test data which are used by the service provider; 
• the provision of a certified stub. Because of this, in the absence of the external 

test environment, the changes in business processes can be tested with a stub 
for the external services. 

 
The test management ensures that the test interests are secured in the service 
agreement. The service agreement is for the test manager the document which gives 
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him clarity and certainty concerning the way in which the service integration test can 
be carried out in association with the external service provider. In this way the service 
agreement contains parameters for defining the test strategy. If a service agreement 
changes, the test manager inspects the amended service agreement. In the most 
favourable case, an inspection is sufficient to give a positive release notice concerning 
the chain of external and internal services. Dynamic testing is then not necessary. 
However, if dynamic tests are necessary, then agreements are made about this with 
the service provider. The assessment whether or not to dynamically test the modified 
service agreement is part of the product risk analysis. 

4.5 Several versions of one service 

A property of SOA which has an important impact on testing is the presence of various 
versions of a service in the production environment. A service can be used by very 
many service consumers. A new version of a service is not desirable for all service 
consumers. Some service consumers must first change their own systems before they 
can use the new version of the service. At the very least, the service consumer must 
make time to test the new version of the service in relation to his own systems. The 
implementation time is not always suited for all service consumers, hence the fact that 
various versions of one service can be present in the production environment. As a 
part of SOA management rules (SOA governance), agreements are concluded in an 
organisation regarding the maximum number of versions of one service which are 
supported. There comes a time that service consumers are required to purchase a 
higher version from the service provider.  
 
The presence of various versions of a service has an impact on the number of 
regression tests of service chains carried out as a part of the service integration test 
and acceptance test. A test approach for regression tests starts with drafting the 
Generic Test Agreements. In these agreements, it is agreed which basic assumptions 
are used for testing existing service versions in new configurations of service chains. 
 
Examples of such basic assumptions are: 
• if the services directly linked to the changed service are not changed, then the 

chain with the older service versions is not tested; 
• if the services directly linked to the changed service are changed but with a low 

risk class, then the chain with the older service version is not tested; 
• if the services directly linked to the changed service are changed but with a high 

risk class, then the chain with the older service versions is tested. 
Each master test plan must contain a regression strategy in which the client is clearly 
informed concerning the way testing older versions of a service is handled. A reusable 
strategy for regression tests is set out in the Generic Test Agreements (see 8.5). 

4.6 Testing adapters 

In descriptions of an enterprise service bus adapters are frequently considered as a 
part of the enterprise service bus [ref4]. This is understandable because an adapter is 
a technical link of the enterprise service bus with a non-standard service or an 
application (see  Figure 4). From the perspective of an SOA project organisation, it is 
not convenient to add the testing of adapters to the testing of the enterprise service 
bus. An adapter always forms part of the project scope in which, for example, an 
application must be opened up as a service. The enterprise service bus is generally 
already present and does not change as a result of the new adapter.  
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An adapter is an object part that it is included in the product risk analysis and test 
strategy of a project. Testing an individual adapter is part of the service test and the 
tests for an individual adapter can be carried out with an SOA test harness (see 
chapter 3.4.1 and 4.1 ). This is because an adapter has a standard SOAP/XML 
interface with which an SOA test harness can send messages to the adapter and 
receive messages from the adapter. Adapters are frequently standard adapters which 
must be configured for the specific client situation. After the service tests, the adapter 
and associated application and services are tested in the service integration test and 
acceptance tests.  
 
Adapters can be subdivided into adapters with two XML interfaces and adapters with 
an application interface on the one hand and XML interface on the other hand (see 
Figure 17). An adapter with two XML interfaces can be tested in isolation in an SOA 
test harness. 
 

Service
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Adapter with double 

XML interface

XML
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SERVICE BUSXML
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Application-interface
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A

 
 
Figure 17 Two types of adapters.  
 
Remarks: 

• The adapters are illustrated as a triangle. 
  
An example of an application adapter is an adapter between an ERP application and an 
enterprise service bus. On the one hand the adapter must be linked to the datamodel 
of the ERP application while on the other hand the adapter must comply with the SOAP 
and XML protocols of the client. In this situation, a service test cannot be carried out 
on the adapter alone because the adapter is linked to the datamodel of the ERP 
packet. The adapter can only be tested linked to the ERP application. In practice the 
adapter is tested by the using the user screens of the ERP application. 
 
Developing and testing adapters continues as long as an organisation wants to 
connect applications and non-standard services to the enterprise service bus. Within 
large organisations such as banks and telecom companies, separate line organisations 
are set up for developing adapters. 
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Experience report 
Cooperation between two suppliers on testing an adapter. 
 
A travel organisation had outsourced the implementation of a new Reserve flight 
service to Supplier 1. This service needed an adapter because this was a bought, 
still to be configured service with XML interface which did not meet the standards of 
the travel organisation. Developing adapters had been outsourced to a supplier who 
carried out the work in India (Supplier 2).  

Book

flight

Reserve 

flight

A

ENTERPRISE SERVICE BUS

Scope supplier 1

Scope supplier 2

 
 

Figure 18 Development of an adapter and a service by different suppliers. 
 
In practice it became apparent that the successful implementation of Reserve flight 
with the adapter was strongly determined by the poor way in which the two 
suppliers cooperated. The two suppliers had not coordinated their project plans. The 
Reserve flight service was ready but the adapter not. As a result, the service 
integration test could not start. However, if the adapter had been ready but the 
service was not, the test team could have made a stub for the Reserve flight 
service. A restricted service integration test would have been possible. The service 
integration test could only really start when both suppliers had delivered.  
 
Shortly after the start of the integration test, it became apparent that no exchange 
of messages was possible between Reserve flight and the adapter. The functional 
and technical designs had been not properly coordinated between the two suppliers. 
Only after the service and adapter had been built according to the improved designs 
was it possible to successfully complete the service integration test. 
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4.7 Testing the enterprise service bus 

The description of the enterprise service bus is given in chapter 2. In this paragraph a 
number of characteristics which are specific to testing an enterprise service bus are 
discussed. 
 
An enterprise service bus consists of a standard product or a set of standard products. 
These standard products are configured according to the client’s requirements. 
Software development is not usually necessary. Tests show that the configuration of 
the enterprise service bus leads to an enterprise service bus which works according to 
the requirements of the client and runs on the infrastructure of the client. The 
enterprise service bus is also included in the product risk analysis and test strategy, as 
described in chapter 3. From the range of software products, besides the enterprise 
service bus the test manager can take various object parts. The following object parts 
are used in practice: 
• enterprise service bus; 
• software for monitoring the infrastructure of the enterprise service bus; 
• software for configuring and authorising services; 
• software for logging and errorhandling messages; 
• administration procedures. 
 

 
 
Figure 19 Object parts of an enterprise service bus 
 
Services and adapters are not included among the object parts of the enterprise 
service bus (see also 4.6). The enterprise service bus is only accepted by the 
administration department and not by a user organisation. The user organisation is 
not an acceptor in the implementation of the enterprise service bus because the 
enterprise service bus does not contain any business logic. In practice, an SOA project 
besides the implementation of the enterprise service bus frequently also contains the 
implementation of the first interface between two services by means of the enterprise 
service bus. 
 
Two important product risks of the enterprise service bus are 
• determining the wishes from the administration department, because it is often 

necessary to reorganise the administration department and the requirements 
and wishes for the project are often submitted late; 

• translation of the wishes to the correct configuration of standard products, 
because there are many configuration possibilities that can have undesirable 
effects on each other. 

 
The test levels which are necessary for testing the enterprise service bus are system 
tests and acceptance tests. The development tests are not necessary because 
standard software is used. The acceptance tests are subdivided into: 
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• system integration test; 
• functional acceptance test; 
• production acceptance test. 

4.7.1 System integration test 

During system tests, the supplier ensures that the object parts work in line with the 
functional and technical designs. The three most important reasons why the 
integration between the various object parts is not sufficiently tested during the 
system test are: 
• the system test environment is not the same as production; 
• restricted communication between different product specialists; 
• involvement of various suppliers with own responsibilities. 
For this reason it is important to carry out a system integration test on the various 
object parts. The system integration test is carried out by the acceptance team. The 
system integration test has the purpose of showing that the various object parts can 
communicate correctly with each other and that the quality of the object parts is 
sufficient to be able to start the functional acceptance test. 
 

 
Figure 20 Infrastructure for testing an enterprise service bus 
 
If no services and adapters have yet been built, standard interfaces of the supplier are 
used for sending messages about the enterprise service bus. In this way it can be 
shown that exchange of messages is possible on the client’s platforms (for example, 
Cobol CICS, Java, .net). The messages are transported by means of an SOA test 
harness from the platform to the enterprise service bus. 
 
It is important that the test set of the system integration test is automated as soon as 
possible. With each delivery by the supplier to the acceptance team, the test set of the 
system integration test is first automatically carried out. The system integration test is 
performed in the acceptance test environment. Because the acceptance test 
environment is arranged according to management procedures, besides configuration 
issues there may also be problems in the technical authorisations between the object 
parts. 

4.7.2 Functional acceptance test 

The system integration test is followed by the functional acceptance test. The 
acceptance team checks whether the enterprise service bus works according to the 
functional and technical designs. A number of examples of tests of an enterprise 
service bus are: 
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• testing the messages from various operating systems; 
• all combinations of operating systems, message types, permitted SOAP and XML 

protocols and other integration technologies must be possible; 
• correct functioning of authorised access to services; 
• correct monitoring of exchange of messages with the management software. The 

error codes which the enterprise service bus passes on to the monitoring 
software must lead to the correct presentation on the user interface; 

• possibilities for retracing successive messages of a business process and 
possibilities of reversing services; 

• testing load balancing. This service is usually delivered as standard by technical 
management. Testing shows that the standard service also works in combination 
with the enterprise service bus; 

• performance tests of the enterprise service bus. Checking whether the correct 
quantity of messages can be processed by the enterprise service bus; 

• compression of messages works correctly in conjunction with the other 
functionalities of the enterprise service bus; 

• correct troubleshooting by the enterprise service bus when messages stagnate. 
 
Performance tests of the enterprise service bus are very important and a separate 
specialism. Performance tests of an enterprise service bus and of SOA in general are a 
permanent test activity and must be organised cross-project in the generic test 
agreements. This document does not examine further the performance tests of the 
enterprise service bus. 

4.7.3 Production acceptance test 

The functional acceptance test is followed by the production acceptance test. The 
administration department is responsible for the production acceptance test and the 
administrators of the enterprise service bus carry out the tests. During the production 
acceptance test, the administration procedures are tested and a restricted functional 
test is carried out. The production acceptance test finishes with accepting the 
enterprise service bus, so that it can be taken into production.  
 
Testing an enterprise service bus requires thorough knowledge of the enterprise 
service bus products on the one hand and the acceptance criteria on the other. In the 
acceptance team, knowledge of the technology must be present. Testers must be 
familiar with how the messages are built and testers must speak the language of the 
technicians. This knowledge can be secured in the acceptance team by placing testers 
with experience of the specific standard products in the team. Moreover testers can 
follow courses and their knowledge increased by promoting knowledge transfer from 
technicians to the test team. The testers of the acceptance team must also understand 
the acceptance criteria of the administration department. Because the administration 
of an enterprise service bus is a new role within an organisation, it is difficult for these 
administrators to clearly assess the acceptance criteria. For this reason, it is a good 
idea to involve future administrators as early as possible in the acceptance tests. 
Administrators thus learn about the products of the enterprise service bus and can 
tighten up the acceptance criteria. A good example of this is that administrators 
considered during testing that they wanted to use the SOA test harness for connecting 
a new service consumer. The test team supplied the SOA test harness including test 
set to the management department. The conclusion is that updating the level of 
knowledge of testers and administrators merits close attention. 
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5 ENVIRONMENTS 

In an SOA programme, various test projects are carried out in parallel. These test 
projects usually include various test levels. One test environment is unworkable with 
such a large number of test activities. The various test projects and test levels would 
disrupt each other too much. To introduce structure into the required test 
environments, the DTAP model is used. This model recognises four types of 
environment per project: Development (D), Test (T), Acceptance (A) and Production 
(P). Of the four types of environment, each can consist of one or more test 
environments. 
• Development: on the development environment, mainly development tests are 

carried out by programmers. All kinds of test tools are permitted and available 
here. The test data are frequently fictitious; 

• Test: on the service test environment, the service tests and service integration 
tests are carried out. The service test environment is a flexible environment on 
which test tools are permitted, such as drivers and stubs, and changes can be 
carried out rapidly. The service test environment is not the same as production. 
The test data are frequently fictitious; 

• Acceptance: the acceptance test environment is used for the acceptance tests. 
This environment should as far as possible be the same as that of production 
and consequently all kinds of test tools are not permitted. The test data is as far 
as possible the same as for production and is introduced by means of 
applications or administration scripts; 

• production: tests on the production environment are not desirable. 
Installing software can be done on the development environment and service test 
environment by the developers themselves. In the case of installation on the 
acceptance test environment and production environment this is not the case and the 
installation is carried out by the administration department.  
 
For SOA environments there are a number of points of interest which impact on the 
service test environment and acceptance test environment. 

5.1.1 Service test environment 

The service test environment is used for executing service tests and service 
integration tests. The owner of the test environment is the client because only the 
client can provide a complete test environment. Complete means that the test 
environment does not need to be the same as the production environment, but the 
service test environment must be similar to the production environment on a number 
of points. The service test environment contains: 
• all new developed services; 
• all existing, managed, services which are necessary to be able to carry out the 

service integration test; 
• all applications and databases with production versions which form part of the 

service integration test; 
• production versions of other used hardware, software and middleware, of 

operating systems and an enterprise service bus, for example. 
The service test environment is not the same as that of production with regard to 
performance, security, quantity of data and quality of data. Another argument to 
make the client the owner of the service test environment is that various suppliers can 
provide services. If the client is the owner of the service test environment, then it is 
also the client’s responsibility to appoint a test infrastructure coordinator who is 
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responsible for the configuration and change management of the service test 
environment. 

5.1.2 Acceptance test environment 

The acceptance test environment is used for executing the test level Acceptance tests. 
The client is owner of both the acceptance tests and the acceptance test environment. 
The difference between the service test environment and the acceptance test 
environment is that with the service test environment, the interactions between 
services are tested within the responsibility of the supplier and with the acceptance 
test environment complete business processes are tested. The acceptance test 
environment is therefore the same as that of production, including the newly 
developed services and the administration procedures will be used for installations and 
configurations. 
If it is not possible to test all business processes completely, it may be necessary to 
test subchains. This means that stubs and drivers must be used. In the production 
environment, these tools are not permitted. In the acceptance test environment, stubs 
and drivers are sometimes inevitable and therefore the environment is different from 
the production environment. 
As more and more services are developed, the number of business processes grows 
and the complexity of the business processes increases. In practice, major national 
and international companies have reached the point that it costs too much time and 
money to create a dedicated acceptance test environment for each SOA project. Then 
the decision is inevitable to switch to one acceptance test environment for all SOA 
projects. It is not desirable that different test projects use this test environment at the 
same time. By establishing a time block per project, the availability for the various 
projects is formalised (timeboxing). A central control function on the acceptance 
environment is a requirement. Many test projects want to use this environment and 
each project has its own requirements and wishes. To run this properly, a central point 
is necessary which conducts the control of this acceptance environment. For this 
central control function, TMap® recognises the role of test infrastructure coordinator. 
This person is responsible for the configuration and change management of the 
acceptance test environment. 
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6 TEST BASIS  

In chapter 3.4, the right-hand side of the V model is discussed with the conclusion 
that two new test levels must be recognized: the service test and the service 
integration test. In this chapter, the left-hand side of the V model is discussed, the 
test basis. The test basis is discussed for the service test, service integration test and 
acceptance test. For each of the three test levels, the most important documents of 
the SOA test basis are discussed in a table.  
 
Test type: service test  
Test basis Explanation 
Functional 
design (FD) 

The traditional document can also be used for one specific 
service to make the functional operation of a service transparent. 
The non-functional requirements for a service must also be 
described, such as performance requirements and security 
requirements per service. 
Per GUI, the FD contains screen descriptions and images. 
The FD is based on the guidelines mentioned in the project-start-
architecture  (PSA). The software architect is responsible for 
applying these guidelines. The test team inspects not only on 
testability, but also the translation of the guidelines of the PSA, 
into the different functional designs.  

Use case 
diagram 

Is a description form based on UML8. In the use case diagram, it 
is described which actors have an interaction with the service 
and which steps are carried out in the service.  
A use case diagram is used as an alternative for an FD. For a use 
case, the same remarks apply as for the FD. 

Interface 
definition 

An interface definition breaks down into two parts: 
1. The `technical’ definition. Services are XML based. To 

make and use an XML message, it must satisfy the XSD 
diagram; 

2. The `functional’ definition. This definition gives information 
on the semantics used as well as information on the 
(functional) value range of XML tags. 

 
For the service integration test, the above documents can naturally also be used. 
Specifically for the service integration test, the document indicated below is an 
important supplement: 
 
Test type: service integration test 
Test basis Explanation 
Chain design In a chain design it is fixed which services are linked with each 

other and how these chains are related to the various applications. 
Insight is given into the service landscape. This chain design can 
also be an useful appliance for the test strategy determination, 
because in the chain design it is clear which services play which 
role in the various business processes. 

 
The acceptance test needs a test basis which connects with the acceptance criteria. 
The PSA is a test basis which is especially indispensable in SOA. 

                                           
8 UML stands for Unified Modelling Language™, see also www.uml.org 
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Test type: acceptance test  
Test basis Explanation 
PSA9 The project-start-architecture (PSA) contains standards, 

norms, directives and models which the project must use. 
The author of the PSA is the business architect. Relevant 
components from general architecture are tailored to the 
scope and the specific problems of the project.  
 
The acceptance test is intended in particular to give the 
business architect a quality assessment concerning the way 
the requirements from the PSA are implemented.  

Process design The users will not be interested in one FD per service. 
Users want a functional description at the level of business 
processes.  

Screen design Users need a specification of the screens. The screen 
design must be part of the FD of the GUI, as discussed in 
the test basis for the service test. 

Performance-
requirements 

Performance requirements of SOA are described here that 
are relevant to the execution of a business process. 

Manuals Specific manuals for SOA are administration guidelines for 
maintaining an enterprise service bus, application 
procedure for requesting available services, user manuals 
for new GUI and workflows (workflow management). 

 

                                           
9 An example of a PSA is available at the ShareNet of Sogeti 
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7 ACCEPTANCE 

By defining services, the question eventually arises who will accept the SOA products 
and if the acceptance must take place at service level too. The acceptors are the 
stakeholders who must decide if SOA products can be released to the production 
environment. In non-SOA projects, two groups of acceptors are distinguished: the 
acceptor on behalf of the user organisation and the acceptor on behalf of the 
administration organisation. In an SOA project, there are two new acceptors: the 
business architect and the external service consumer. 
 

 
 
Figure 21 SOA acceptors 

7.1 Acceptors 

For an administration organisation, two new tasks arise when arranging an SOA, 
namely maintenance of the enterprise service bus and maintenance of services. The 
central administration for service administration is the service registry. As owner of 
the service registry, the administration organisation has the task of checking whether 
a service which goes to production (publishing) satisfies all the acceptance criteria. 
Besides the maintanance of internal services, the administration organisation can also 
be faced with the situation that part of the services is maintained outside its own 
organisation by external service providers. The administration organisation must 
accept the services of the external service providers in the role of service consumer. 
Another possibility is that external service consumers want to use the services. 
Services which are provided to external service consumers can be accepted by the 
external service consumers. Acceptance by an external service consumer is not 
automatic with regard to consumers who want a web page. However, as reciprocal 
business processes and infrastructure of two organisations become more and more 
integrated, a moment will arise that both organisations accept each other's services. 
An example of such a situation is the close cooperation of an insurance company and a 
bank or that of a telecoms company and a logistics partner.  

An SOA does not change anything in the perception of the users. The users check 
whether they can carry out their daily activities. The users do not need to know about 
services, and certainly not about items such as reusability and XML standards. 
Acceptance by the user organisation will remain unaltered as long as it is not the 
owner of an individual service. Ultimately the acceptor on behalf of the user 
organisation accepts on the basis of the quality of the new business process. 
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Within an SOA project, an additional acceptor, i.e. the business architect, becomes 
relevant10. The architect is responsible for the design of the service architecture and 
for the SOA step-by-step plan (SOA road map) with which the various services are 
implemented. Moreover the architect also determines which technological standards 
will be applied. For each project, the business architect creates a Project Start 
Architecture in which all architectural requirements are described. These requirements 
must be accepted by the architect before SOA products can be put in the production 
environment. 

7.2 The SOA acceptance matrix 

The acceptance of SOA is more complex compared to the acceptance of an application, 
because the business architect and the external service consumers are added as 
acceptor and because it is not only accepted at the level of business processes but 
also at the level of services. 
 
To get an understanding of the question which acceptor will accept what, it is 
recommended to produce an SOA acceptance matrix. This indicates which object parts 
are accepted per acceptor. 
 

Object part: 
 
 
Acceptors: 

Business 
process 
Book Flight 

Business 
process 
Payments 

Service 
Book 
flight 

Service 
Reserve 
flight 

Service 
Pay flight 

Booking department X - - - - 
Financial department - X - - - 
Administration 
organisation 

- - X X X 

Business architect X X X X X 
External service consumer - - X - - 
Figure 22 SOA acceptance matrix 
 
Remarks: 

• The business processes and services of the above table are related as shown in 
Figure 7. 

• A “X” means that the acceptor is responsible for accepting the associated object 
part. 

• By mentioning instead of a “X” the test goals for which the acceptor is 
responsible, an even more detailed distinction in responsibilities of the acceptors 
can be made. 

 
The creation of the SOA acceptance matrix is performed in parallel to the execution of 
the product risk analysis. It is important that all acceptors and the project manager 
agree on this matrix as part of the master test plan. The service registry per service 
includes the list of acceptors. With the SOA acceptance matrix, based on the object 
parts, a relationship can easily be established between the acceptors and the test 
cases of the acceptance tests. The test manager ensures that the test results of the 
acceptance tests are presented for approval to the relevant acceptors. 

                                           
10 For a general role description of the business architect, reference is made to the 
architecture method of Sogeti, DYA [ref 3]. 
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8 GENERIC TEST AGREEMENTS 

Consider the situation that various SOA projects are carried out at the same time. All 
these various projects have a separate test route. It is possible that various projects 
reuse the same service from the service registry. This holds some specific test 
questions for the project. Has the reused service already been tested at an earlier 
stage? And if so, with which test coverage?  Is this test coverage sufficient for the 
present project? If according the test strategy more and heavier tests should be 
carried out, can the available test set be reused? Can the same test tool be used for 
this purpose? 
All these questions are about the possible reuse of existing testware. In order to be 
able to anticipate the client’s wishes rapidly in an increasingly rapidly changing 
environment, it is clear that such a reuse is desirable as this reduces the test effort. 
This translates into lower test costs and a shorter test time. To be able to reuse 
testware cross-project, agreements are necessary. For this, TMap® uses the term 
`Generic Test Agreements'. With these Generic Test Agreements, interpretation is 
given to the IT governance of testing within SOA. A number of items about which 
agreements must be made: 
 
1. a standardised classification; 

2. a standardised provision of the risk class per object part; 

3. a standardised assignment of test techniques; 

4. selecting one SOA test harness; 

5. service integration tests in relation to versioning. 

8.1 Standardised classification 

One of the first things which will have to be clarified is the directives concerning the 
provision of risk classes. The various projects which will have to use this classification 
must have a univocal profile. This classification must then serve as a guiding principle 
for the various product risk analyses within the various test projects.  
The risk class is the product of the damage caused by failing the test goal and the 
failure probability of the service. An example of the standard allocation of risk classes 
has already been discussed in chapter 3.3.1 (see Table).  
 
Risk classification 
(A, B, C) 

Probability of 
failure 
High Medium Low 

Damage High A B B 
Medium B B C 
Low C C C 

Table2 Risk classification 
 
The step deeper is the standardised allocation of damage and failure probability. An 
example of standard allocation of damage is: 
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Characteristic Category Damage criteria 

Functionality 

High 
• number of users > 100 
• number of related applications > 3 
• estimated damage > EUR 100,000 

Medium 
• number of users > 50 
• number of related applications > 1 
• estimated damage > EUR 25,000 

Low • rest 

Security High Service should be approached by third parties 
Low Service should not be approached by third parties 

Table  10 Damage criteria by category 
Remarks: 

• The categories High, Medium and Low here are completely random. Any 
classification is possible here; 

• The number of categories does not need to be the same for each characteristic. 
 
An example for standard allocation of failure probabilities is: 
 
Characteristic Category Probability of failure criteria 

Functionality 

High 

• number of function points > 10 
• new service 
• first SOA project with new supplier 
• number of linked services > 3 

Medium 

• number of function points > 3 
• new service or existing service 
• second SOA project with fixed supplier 
• number of linked services > 1 
• adaptation to extensively used existing service 

Low • rest 

Security High Service should be accessed by third parties 
Low Service should not be accessed by third parties 

Table 11 Probability of failure criteria by category 
Remarks: 

• The categories High, Medium and Low here are completely random. Any 
classification is possible here; 

• The number of categories must be the same for each characteristic. 
 
Use of a standardised classification facilitates a comparison of the risk class of a 
specific service in the current test project with the risk class of the same service in an 
earlier test project. Comparison is only possible if the risk classes with associated 
arguments per service are stored in the service registry. 
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8.2 Standardised determination of the risk class per service 

As part of the product risk analysis, the risk class per object part, per characteristic, is 
determined (see chapter 3.3.4). It is possible that for a certain characteristic (for 
example functionality) a service has been assigned different risk classes. It is now 
necessary to determine which risk class is used as a resultant for the specific 
combination of service and characteristic. 
 
 
 
 
Reference: 
functionality 

Objects: Service A Service B 

 Probability of 
failure 

High Medium 

Test goals Damage   
Business process 1 High A B 
Business process 2 High A B 
Business process 3 Low C C 
Risk class  ? ? 
Table 12 Which risk class is assigned? 
 
All kinds of calculating methods are possible to reach the eventual risk class. In SOA 
environments, the preference is to take the highest risk class as the resultant. In the 
above table, this means that service A is assigned risk class A and service B risk class 
B. Thus each service is assigned a risk class which is not too low and not too high. The 
risk class is not too low so that the test effort at least covers the highest risk class for 
the relevant test goal. The risk class is not too high so that the test effort is not higher 
than is required for the relevant test goals. 
Also for the risk class per service, it is established that these are included for each 
service in the service registry. 

8.3 Standardised assignment of test techniques 

Another agreement which can be made is related to the test technique which must be 
used in the determined test severity in the service test. This test severity is based on 
the risk class of a service and the choice for light or heavy test within the service test. 
With each category of test severity, a test technique (or a collection of test 
techniques) is linked. Table 13 outlines an example of the test severity for a service 
test. 
   
Characteristic Test severity Test technique 

Functionality 
••• Elementary comparison test 

Error Guessing 
•• Data Combination Test 
• Error Guessing 

Table 13 Generic Test Agreements for test severity 
 
Remark: 

The test technique mentioned is random here. The point is that a choice is made. 
A choice does not have to be limited to one test technique, but can also be a 
restricted set of options (for example,(one must choose from three test 
techniques or one must choose a formal test technique). 

 



TMap® SOA Model 

Generic test agreements  

 

Sogeti   45 

If this approach is consistently carried out, the determination of the test technology 
leads to formulating requirements for the test basis. The implementation of for 
example an elementary comparison test imposes requirements on the test basis.  

8.4 Selecting one SOA test harness 

It is to be recommended in the context of the Generic Test Agreements to make a 
choice for one SOA test harness. This has a number of advantages: 
• a choice of one SOA test harness simplifies the settlement of licence costs; 
• if testers are assigned to other test projects, they deal with the same SOA test 

harness which speeds things up. Testers do not have to learn a new SOA test 
harness; 

• test professionals do not need to search for a test tool and pass through a 
selection procedure with each test project. The directive from the Generic Test 
Agreements creates clarity and unity; 

• if is clear from the product risk analysis that a service must be tested more 
stringently than in the past, the existing test set (based on the same SOA test 
harness) can be reused more simply. Test cases need not be converted to 
another SOA test harness; 

• if a new version of an existing service is introduced, the testware can be copied 
from the existing service and then changed, in accordance with the modifications 
in the new version of the service. 

Selecting a good SOA test harness is an important point within the Generic Test 
Agreements.  

8.5 Service integration tests in relation to versioning 

The creation of new versions of existing services leads to a number of items about 
which agreements must be reached: 
• A first aspect is related to the number of versions that are supported and which 

therefore must also be taken into account in the different tests. One choice 
might be to support a maximum of 3 versions. This could mean that at a given 
time consumers are forced to switch to a new version (see chapter 4.5); 

• A second aspect is related to the service integration tests to be performed if a 
new version of a service becomes available. It is advisable in Generic Test 
Agreements to include the degree to which a service test should be carried out in 
a test project. It may be sufficient to perform one service integration test with 
the adjacent services or it might be advisable to test the complete chain of 
services within the service integration test; 

• Related to the point above it is also relevant which versions of services must be 
involved in the service integration test. Suppose that two new services are 
developed: service A and service B. Both are given version number 1 and are 
tested in an service integration test. A new version of service B (version 2) is 
then made and tested in conjunction with service A, version 1. So far nothing 
special about that. Now a new version of service A is created (version 2). Needs 
this version 2 of service A to be tested in combination with both version 1 and 
version 2 of service B?  With quite a large number of services, the number of 
combinations will increase rapidly. It is wise at the programme management 
level to think about the strategy in this type of situation, not only for the test 
projects which are carried out within the own organisation but also for 
consumers of services. For them it is then transparent which versions of services 
form part of the service integration tests. 
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8.6 Service registry 

The service registry plays an essential role in the reuse of services. This is the central 
point where services are published for consumers of these services. This registry also 
contains, per service, information on aspects such as security, performance, type of 
service, test basis etc. The testware or a reference to the testware must also be 
included in the service registry. Accordingly for each service consumer it is transparent 
what kinds of test activities have taken place. This information can be used to create 
the test strategy for a project which wants to reuse this service. However, including 
the testware in the service registry alone is not enough. It is possible, for example, 
that project A creates a new service X and publishes it at the end of the project and 
makes it available by means of the service registry. In project A, it should then be 
clear from the product risk analysis that this service X has been tested for the 
characteristic functionality and assessed with medium product risks. Project B starts 
and for this project it is desired to use service X. For project B, this service X has been 
given a high product risk for the characteristic functionality. Because service X now 
has an increased risk, project B decided to test this service more stringently. The 
question now is whether the test team can take over the existing test specifications 
and extend them with extra test cases. Being able to reuse testware requires cross-
project test agreements which are set out in the Generic Test Agreements. 
Agreements on including information in the service registry are made with the owner 
of the service registry. 
 
To clarify the interaction between test project and service registry, here is an 
example. This only concerns testing individual services in the service test. The service 
integration test is disregarded here. The service registry currently contains the 
following services with associated testware: 
 
Service name Characteristic Risk class Location of testware 

Service 1 Functionality B Y: /Test/testware/… 
Performance A Y: /Test/testware/… 

Service 2 Security A X: /project/service/… 
Functionality A X: /project/service/… 

Table 14 Testware in the service registry 
 
A new project is started in which a new service 3 is developed. Services 1 and 2 are 
reused. From the risk analysis of the specific project, the following risk table is 
produced: 
 
Service name Characteristic Risk class 

Service 1 Functionality  A 
Performance A 

Service 2 Security A 

Service 3 Functionality B 
Performance B 

Table15 Result of risk analysis of a project 
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A comparison between the risk table of the project and of the service registry 
produces the activities for the project with respect to testing the individual services. 
 
Service name Characteristic Risk class project Risk class registry 

Service 1 Functionality A B 
Performance A A 

Service 2 Security C A 

Service 3 Functionality B Does not exist 
Performance B Does not exist 

Table16 Comparison of service registry and risk analysis of a project 
 
For the project this means that: 
• service 1 must be tested since the present test set in the service registry is 

based on a lower risk than the risk that is apparent from the product risk 
analysis of the project; 

• service 1 no longer needs to be tested for performance since this has already 
been sufficiently tested with the inclusion of that service in the service registry; 

• service 2 no longer needs to be tested since in the past this service has already 
been tested more thoroughly than is necessary for the present project; 

• service 3 must be tested completely. 
 
After the conclusion of the project, the updated service registry looks like this: 
 
Service name Characteristic Risk class Location of testware 

Service 1 Functionality A Z: /new/location/… 
Performance A Y: /Test/testware/… 

Service 2 Security A X: /project/service/… 
Functionality A X: /project/service/… 

Service 3 Functionality B Z: /new/location/… 
Performance B Z: /new/location/… 

Table17 The updated service registry after the project 
Remarks: 

• Changes in the service registry are in bold; 
• Note that the test set of Service 1 concerning the characteristic Functionality has 

now become higher through the higher risk classification in the project; 
• Service 3 is added as a new service in the registry. 

 
The absence of a need to test a service due to the fact that this had already been 
sufficiently done with the inclusion in the service registry does not mean that nothing 
need be done! At the very least, the testware will have be examined using the service 
registry to verify whether in fact further tests have no added value. Accordingly, for 
existing services, there is a shift from active testing to review. 
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9 CONCLUSION 

9.1 Summary 

Chapter 1.2 describes the test challenges for SOA. The answers are described 
extensively in this document and have led to the TMap® SOA Model. For the sake of 
clarity, for each study question the solution of the TMap® SOA Model is concisely 
described. 
 
• Are the product risks different for an SOA environment? 

Because services are independent of each other and are reused as far as possible, 
there are failure probabilities and possible damage which differs from traditional 
application development. A small error in a service can have a negative impact on a 
large number of business processes. For this reason it is important to carry out the 
product risk analysis for SOA. 

• How is a single service tested? 
A service is tested in isolation in an SOA test harness. The missing interfaces are 
simulated by drivers and stubs. 

• How do you minimise the test effort for testing existing services if they are 
reused in a new business process? 
The service test does not need to be repeated because the quality guarantees of 
the individual existing service are present in the service registry. The test effort of 
the new chain in which the existing service is included is determined with the 
product risk analysis and the test strategy. 

• What is the influence of external service providers on the end-to-end tests 
of services? 
The quality of the external services is set out in an SLA. In the SLA the availability 
of the external test environment and test data is set out. If the external service 
provider does not make a test environment available, drivers and stubs are used. 

• How can test cases and test tools be optimally reused by future test 
projects? 
It is important that an organisation has one SOA test harness and that all testware 
are made available by means of the service registry. In this way the test cases will 
be available for future test projects and reusable for the SOA test harness. 

• If because of reusability and configuration SOA leads to much shorter 
development cycles, can we also do something to shorten our test cycles? 
The test time can be shortened if a change in one service has no impact on the 
services which use this service. This requires a high degree of maturity of the 
design and development process. If the failure probability is low, a minimum test 
consists of testing the service with its adjacent services. If a change in one service 
has a major impact further down the service chain, then an extensive end-to-end 
test must be carried out. Another way to shorten the test cycles is to use test 
automation. After a software change, an automated test set can be run in a short 
time. 

• Who determines that the services delivered are ready for the production 
environment? 
With an SOA acceptance matrix, it is clear for each business process and for each 
service who gives an agreement to proceed to production. 
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9.2 Expert group on Testing SOA 

A number of test professionals from Sogeti who are involved in their test practice as 
testers, test coordinators or test managers in software testing within Service Oriented 
Architectures have set up the expert group on Testing SOA. Professionals from 
different countries are linked to this project with the aim of collecting and distributing 
SOA test expertise in all the countries in which Sogeti is active. This expert group 
deals with all aspects related to software testing within a Service Oriented 
Architecture. This expert group focuses on the following points: 
• examining the impact of SOA on software testing; 
• examining the impact of SOA on test process improvement; 
• exchanging knowledge and experience gained within Sogeti; 
• acting as a point of contact within Sogeti for both employees and clients. 
 
All observations, questions and suggestions are very welcome. The expert group can 
be reached by e-mail at SOA-Testen@sogeti.nl and for Sogeti personnel further 
information can also be found on the ShareNet of Sogeti. 


